
C I S A | CY B E RS E CURI T Y A ND I NF RA S T RUCT URE S E CURI T Y A G E NCY 

CYBERSECURITY AND 
INFRASTRUCTURE SECURITY 
AGENCY
DEFEND TODAY, SECURE TOMORROW



seconds

DEFEND TODAY
Defend against urgent 

threats andhazards

days weeks

SECURE TOMORROW

Strengthen critical 
infrastructure and 

address long-term risks

months years decades



Amy Nicewick
April 20, 2021

Critical Infrastructure Focused



 Russia’s invasion of Ukraine is impacting organizations both within and beyond the
region, to include malicious cyber activity against the U.S. homeland, including as a
response to the unprecedented economic costs imposed on Russia by the U.S. and
our allies and partners.

 Evolving intelligence indicates that the Russian Government is exploring options for
potential cyberattacks.

 Every organization—large and small—must be prepared to respond to disruptive 
cyber incidents.

Shields Up - cisa.gov/shields-up
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 As the nation’s cyber defense agency, CISA stands ready to help organizations 
prepare for, respond to, and mitigate the impact of cyberattacks.

 When cyber incidents are reported quickly, we can use this information to render
assistance and as warning to prevent other organizations and entities from falling
victim to a similar attack.

 Organizations should report anomalous cyber activity and/or cyber incidents 24/7 to 
report@cisa.gov or (888) 282-0870.

Shields Up - cisa.gov/shields-up
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 CISA recommends all organizations—regardless of size—adopt a heightened 
posture when it comes to cybersecurity and protecting their most critical assets.

 Shields Up Guidance for All Organizations
o Reduce the likelihood of a damaging cyber intrusion
o Take steps to quickly detect a potential intrusion
o Ensure that the organization is prepared to respond if an intrusion occurs
o Maximize the organization's resilience to a destructive cyber incident

Shields Up - cisa.gov/shields-up
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 Corporate leaders have an important role to play in ensuring that their organization 
adopts a heightened security posture.

 Recommendations for Corporate Leaders and CEOs
o Empower Chief Information Security Officers (CISO)
o Lower Reporting Thresholds
o Participate in a Test of Response Plans
o Focus on Continuity
o Plan for the Worst

Shields Up - cisa.gov/shields-up
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 Ransomware Response
o Determine which systems were impacted, and immediately isolate them.
o Only in the event you are unable to disconnect devices from the network, power 

them down to avoid further spread of the ransomware infection.
o Triage impacted systems.
o Develop and document an initial understanding.
o Engage your internal and external teams.
o Take a system image and memory capture of a sample of affected devices.
o Consult federal law enforcement regarding possible decryptors.

Shields Up - cisa.gov/shields-up
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 Steps You Can Take To Protect Yourself & Your Family
o Implement multi-factor authentication on your accounts.
o Update your software. In fact, turn on automatic updates.
o Think before you click.
o Use strong passwords, and ideally a password manager to generate and store 

unique passwords.

Shields Up - cisa.gov/shields-up
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 Additional Resources
o Free Cybersecurity Services and Tools
o Known Exploited Vulnerabilities Catalog
o Cybersecurity Advisories
o Cyber Essentials Toolkits
o Cyber Hygiene and Web Scanning Services
o Mis-, Dis-, and Malinformation Resources
o Emergency Communications Resources

Shields Up - cisa.gov/shields-up
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The Threat to Critical Infrastructure
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Cyber Threats of Today

Ransomware
• Royal Ransomware (SLTT) Phishing emails aimed at 

deploying Cobalt Strike (leverages Log4j- Feb 2023)
• REvil/Sodinokibi (targetingMSPs)
• Ryuk (targetingmedical, education, SLTT)
• Conti, Robinhood, Maze, Fobos, CovidLock, CryptoLocker, 

Pysa, VoidCrypt…

Malware
• New ESXiArgs Ransomware Targets VMware ESXi Servers 

Globally (Feb 3, 2023 Advisory)
• Remote Access Trojans or RATs:Trickbot, Emotet, LokiBot, 

IcedID, BazarLoader
• Wiperware NotPetya
• ICS/OT specific: Triton/hatman malware targets Safety 

Instrumented Systems (SIS)

Advanced PersistantThreats (APTs)
• Energetic Bear/Berserk Bear (targetsU.S. state, local, 

territorial, and tribal (SLTT)government networks, as well as 
aviation networks)

DDOS – Killnet targeting Government agencies and Healthcare 
organizations
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Cyber Threats of Today

DVE Attacks on Electrical Substations
• In 2022 there were 25 physical attacks reported on power 

facilities across the US, and one report of sabotage, 57 
reports of suspicious activity and 89 acts of vandalism (US 
DOE).

• Dec 3rd 2022 attack on two electrical substations in Moore 
County, North Carolina left 45,000 homes and businesses 
without power (Duke Energy AO). Two dozen high powered 
rifle casings were found. No arrests to date

• Feb 6th 2023 – 2 charged in Baltimore MD federal court with 
conspiring to destroy energy facilities. The suspects hoped to 
cause a cascading local power grid failure via a small number 
of coordinated attacks using firearms against energy 
infrastructure.

• These number of these types of attacks are trending upward.
Threats to External Dependencies

• 3rd party vendors,
• service providers,
• infrastructure providers
• Supply chain Compromise



Amy Nicewick
April 20, 2021

Ransomware Attacks on CI on the Rise

Attacks on Critical Infrastructure have 
Risen Dramatically in the

Last TwoYears

Top 5 Most Targeted 
Critical Infrastructure Sectors*

Critical Infrastructure Sector Frequency
Government Facilities 241
Healthcare and Public Health 157
Education Facilities Subsector 135
Information Technology 74
Critical Manufacturing 68
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 Weaponized: One part Ransomware, 
One Part Data Breach

 Old Paradigm: Victim’s data encrypted, actor locks 
victim out of their own files. If victim refuses to pay 
the ransom, the actor destroys their files.

 New Paradigm: Attacker exfiltrates data (e.g., large
quantities of sensitive proprietary or sensitive information,) before encryption. Attacker 
threatens to publish unless ransom paid, often will release small portions of data online. If 
negotiation goes badly, attacker publishes all data and/or sells to a third party – putting 
added pressure on enterprises to meet the hackers’ demands.

Trend: Double Extortion
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Preparation phase: How are staff trained and prepared? What tools 
and resources are they armed with to respond to ransomware 
incidents? Consider awareness and education for users here

Identification phase: How do you recognize and detect a 
ransomware incident? How do you go about understanding the strain 
of ransomware, attack vector, and attack group through gathering 
data and performing initial analysis?

Containment phase: For ransomware incidents, it is imperative that
infected systems are quickly contained to limit the damage. How will
you contain the incident from spreading to network shares and other
connected devices?

How to Prepare for, Mitigate Against
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Eradication phase: How will you perform a forensic analysis of data
to determine the cause of the incident, remove the ransomware from
infected devices, patch vulnerabilities and update protection?

Recovery phase: How will you return to normal operation? Re-
imaging or restoring from backup may not work if the ransomware lay 
dormant during the last image or backup cycle, or if part of the 
ransomware attack was to seek and destroy back-ups.

Post-Incident phase: After the incident is resolved, what can you 
learn to prevent it from happening again in the future? How will you 
document the incident? Detail improvements to IR plans, additional 
security controls, preventative measures or new security initiatives?

How to Respond to, and Recover From
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Assume malicious intruders are already present in network.

Create “honey files” and seed them throughout the network.
 Fake files given specific titles to lure attackers (e.g.,“passwords.xlsx” or 

“strategic plan”).
 Attempts to access honey files alert of possible malicious activity, including that a 

ransomware attack may be underway.

Set up dynamic alerts, protocols and stored procedures that:
 Shut down network and/or compartmentalize network sectors where large 

exfiltration of files is detected;
 Shut down network access if any privilege access anomaly is determined; and
 Develop “hands on keyboard” alerts: notice actors have accessed network, 

anomalous activity.

Pull the plug!

Zero Trust vs. Ransomware: Internal
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• Develop both perimeter and internal detection and security 
network strategies with coordinated and aggressive detection 
systems.

• Deny access privilege by default, and heavily scrutinize every user 
and request.

• Continually and explicitly verify all access using continual, 
dynamic and static authentication protocols.

• Limit access privileges to minimal level to do job.

Zero Trust vs. Ransomware: Perimeter
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Executive Decision-Making Considerations

CISA encourages organizations to develop a Ransomware Playbook that provides the practices for
response as well as illustrates critical points for executive leadership involvement, including how to
respond. Executives will have many considerations, including:
 Advice from the FBI*.
 Recommendations from in-house Legal Counsel, 

Board, etc.
 The impact of maintaining manual operations 

without interrupting business services.
 The impact to partner systems and operations.
 Do we have Cyber Insurance coverage?
 Reputational/Brand risk exposure.
 Financial risk and legal cost/benefit analysis

FBI does not recommend paying the ransom because a 
ransomware attack is a criminal activity which may have 

widespread negative impacts beyond the financial.



Purpose: Provides a detailed, effective, and
repeatable tool for assessing systems security against 
established industry standards and guidance.

Facilitated: Self-Administered, undertaken 
independently
Benefits:

• Immediately available for download upon 
request

• Understanding of operational technology and 
information technology network security 
practices

• Ability to drill down on specific areas and issues
• Helps to integrate cybersecurity into current 

corporate risk management strategy

Time to Execute / Availability:
• Varies greatly (min 2 Hours) / N/A (self-assessment)

R

Cyber Security Evaluation Tool (CSET)
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CSET Ransomware Readiness Assessment (RRA)

CSET is a desktop software tool that guides network defenders through a step-by-step process to 
evaluate their cybersecurity practices on their networks. CSET—applicable to both information 
technology (IT) and industrial control system (ICS) networks—enables users to perform a 
comprehensive evaluation of their cybersecurity posture using many recognized government and 
industry standards and recommendations.

To understand your cybersecurity posture and assess how well your organization is equipped to 
defend and recover from a ransomware incident, take the Ransomware Readiness Assessment 
(RRA). The RRA is a self-assessment based on a tiered set of practices to help organizations better 
assess how well they are equipped to defend and recover from a ransomware incident. The RRA:
• Helps organizations evaluate their cybersecurity posture, with respect to ransomware, against 

recognized standards and best practice recommendations in a systematic, disciplined, and repeatable 
manner.

• Guides asset owners and operators through a systematic process to evaluate their operational 
technology (OT) and information technology (IT) network security practices against the ransomware 
threat.

• Provides an analysis dashboard with graphs and tables that present the assessment results in both 
summary and detailed form.

https://github.com/cisagov/cset/releases/tag/v10.3.0.0
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External Dependency Management (EDM)

Overview: In 2016, DHS launched the External
Dependencies Management (EDM) Assessment,
focusing specifically on ensuring the protection
and sustainment of services and assets that are
dependent on the actions of third-party entities.
Background: External Dependencies 
Management is a domain covered by the CRR. 
However, EDM and associated issues (e.g., 
supply-chain management, vendor management) 
are not addressed at a comprehensive level 
within the CRR, resulting in the creation of a 
separate assessment.
Linkages to CRR: Despite operating at a more
granular level than the CRR, the EDM Assessment 
borrows heavily from the CRR’s methodological 
architecture and scoring system but remains a 
DHS-facilitated assessment.

EDM process outlined in the External 
Dependencies Management Resource Guide
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Phishing Campaign Assessment (PCA)
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Phishing Campaign Assessment (PCA)

Objectives:
• Increase cybersecurity awareness within stakeholder organizations
• Decrease risk of successful malicious phishing attacks, limit exposure, 

reduce rates of exploitation

Benefits:
• Receive actionable metrics
• Highlight need for improved security 

Training

Scope:
• 6-week engagement period
• Phishing emails capture click-rate only, no payloads will be used
• Varying Levels of Complexity -- Levels 1 - 6 (Easy to Difficult)
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Vulnerability Scanning Service (CyHy)

Assess Internet accessible systems for known 
vulnerabilities and configuration errors

Work with organization to proactively mitigate 
threats and risks to systems

Activities include:
• Network Mapping

 Identify public IP address space
 Identify hosts that are active on IP address space
 Determine the O/S and Services running
 Re-run scans to determine any changes
 Graphically represent address space on a map

• Network Vulnerability & Configuration Scanning
 Identify network vulnerabilities and weakness
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Web Application Scanning (WAS)

An Internet based scanning service to assess the “health” of your publicly 
accessible web applications by checking for known vulnerabilities and weak 
configurations.

SCANNING OBJECTIVES
• Maintain enterprise awareness of your publicly accessible web-based assets
• Provide insight into how systems and infrastructure appear to potential attackers
• Drive proactive mitigation of vulnerabilities to help reduce overall risk

SCANNING PHASES
• Discovery Scanning: Identify active, internet-facing web applications
• Vulnerability Scanning: Initiate non-intrusive checks to identify potential 

vulnerabilities and configuration weaknesses
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Other CISA No-Cost Cybersecurity Resources
• Response Assistance

• Incident Coordination
• Threat intelligence and information 

sharing
• Malware Analysis

• Field-based Cybersecurity Advisors 
(CSAs)

• Incident response coordination
• Cyber assessments
• Working group collaboration
• Public-private advisory assistance
• Public Private Partnership Development

• Preparedness Activities
• Cybersecurity Assessments
• Cybersecurity Training and Awareness
• Cyber Exercises and “Playbooks”
• Information / Threat Indicator Sharing
• National Cyber Awareness System
• Vulnerability Notes Database
• Information Products and 

Recommended Practices
• NEW Ransomware Readiness 

Assessment
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Multi-State ISAC

• The MS-ISAC is designated by the U.S. Department of Homeland Security as 
the focal point for cyber threat prevention, protection, response and recovery 
for the nation’s state, local, tribal and territorial (SLTT) governments 
including chief information security officers, homeland security advisors and 
fusion centers.

• Includes representatives from all 50 states, U.S. territories, hundreds of local 
governments (including all 50 state capital cities), and tribal governments.

• Operates a 24-hour Integrated Intelligence Center that provides real-time 
network monitoring, early cyber threat warnings and advisories, vulnerability 
identification and mitigation and incident response for the nation’s SLTT 
governments.

SOC@cisecurity.org | 1-866-787-4722

mailto:SOC@cisecurity.org


35

For more information:
www.cisa.gov

www.cisa.gov/shields-up

Questions?

http://www.cisa.gov/
http://www.cisa.gov/shields-up
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